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ARGUMENT

I. The Military Judge Erred in premising His Decisions on

the Status of Classified Information without Considering

the Effects of Overclassification.

Overclassification is one of the government's worst kept

secrets. At the heart of this case lies the government's own

acknowledgment that the classification system is bankrupt. Io As

a result, overused and under-defined classifications impede

agency communication, thwart government accountability, and

arguably endanger national security.II Intelligence analysts and

policy experts agree that the classification system should be

overhauled,12 but multiple proposals, congressional hearings, and

presidential memoranda have proven ineffective. 13 The result is

a climate of supercilious secrecy in which government employees

10 HOMELAND SECURITY ADVISORY COUNCIL, TOp TEN CHALLENGES FACING THE NEXT SECRETARY OF
HOMELAND SECURITY 8 (2008), available at
http://www.fas.org/irp/agency/dhs/topten.pdf ("[The] classification system is
broken and is a barrier (and often an excuse) for not sharing pertinent
information with homeland security partners .•• ").

11 See The Resilient Homeland: How DHS Intelligence Should Empower America To
Prepare for, Prevent, and Withstand Terrorist Attacks: Hearing Before the
Subcorom. on Intelligence, Information Sharing, and Terrorism Risk Assessment
of the H. Corom. on Homeland Security, 110th Congo 26 (2008) (statement of
Stephen E. Flynn, Senior Fellow, Council on Foreign Relations).

12 See, e.g., Too Many Secrets: Overclassification as a Barrier to Critical
Information Sharing: Hearing Before the Subcorom. on Nat'l Security, Emerging
Threats and Int'l Relations of the H. Corom. on Gov't Reform, 108th Congo 82
(2004) (statement of Carol A. Haave, Under Secretary of Defense for
Intelligence).

13 OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE, INTELLIGENCE COMMUNITY CLASSIFICATION
GUIDANCE FINDINGS AND RECOMMENDATIONS REPORT 11 (Jan. 2008), available at
http://www.fas.org/sgp/othergov/intel/class.pdf.
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such as Lt. Cmdr. Diaz cannot readily distinguish between

innocuous information and that which truly carries a risk of

harming the interests of the United States. Classification

alone no longer provides a benchmark for duty. Rather,

overclassification places it on the same plane as an officer's

other ethical and legal obligations.

A. Since Its Inception, the Classification System Has

Operated Under the Shadow of Overclassification.

The fundamental purpose of the classification system is to

protect the confidentiality of information that poses a genuine

risk to national security.l4 Until the mid-twentieth century,

classification of national security information was primarily a

military endeavor. ls In 1951, however, President Truman issued

the first executive order to expand the classification system to

protect all information "the safeguarding of which is necessary

in the interest of national security.ffl6 Over the last sixty

years, Truman's successors in office have accepted and improved

upon this widened criterion. l7 The application of classifying all

14 See Exec. Order No. 13,292, 3 C.F.R. 196 (2003); Joint Security Commission
(JSC), Redefining Security: A Report to the Secretary of Defense and the
Director of Central Intelligence (1994), available at
http://www.fas.org/sgp/library/jsc/.

15 See William S. Moorhead, Operation and Reform of the Classification System
in the United States, in SECRECY AND FOREIGN POLICY 87, 94 (Thomas M. Frank &

Edward Weisband eds., 1974).

16 See Exec. Order No. 10,290, 3 C.F.R. 790 (1949-53).

17 See, e.g., Exec. Order No. 13,292 § 1.1(a)(4), 3 C.F.R. 196 (2003) (Bush);
Exec. Order No. 12,958 § 1.1(a), 3 C.F.R. 334 (1995) (Clinton); Exec. Order
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information "in the interest of national security," has resulted

in today's massive three-tiered system. IS Nearly since its

inception, however, government officials have bemoaned a

classification system that is "fundamentally broken. ul9

In the last decade, these problems have only intensified.

Following the September 11, 2001, attacks on the United States

and the launch of the global War on Terror, the classification

of purportedly sensitive information reached unprecedented

levels. In 2005, officials made approximately 14.2 million

classification decisions-double the number of classifications

made in 2001. 20 The 9/11 Commission confirmed the trend when it

explained that "[c]urrent security requirements nurture

overclassification . . No one has to pay the long-term costs

of overclassifying information, though these costs-even in

literal financial terms-are substantial. H21

No. 12,356 § 1.I(a), 3 C.F.R. 167 (1982) (Reagan); Exec. Order No. 12,065 §

1-1, 3 C.F.R. 191 (1978) (Carter); Exec. Order No. 11,652 § 1, 37 Fed. Reg.
5209 (1972) (Nixon).

18 Exec. Order No. 13,526, Classified National Security Information, 75 Fed.
Reg. 707 (Jan. 5, 2010), available at
http://edocket.access.gpo.gov/2010/pdf/E9-31418.pdf.

19 Flynn, supra, note 2.

20 Overclassification and Pseudo-classification: The Impact on Information
Sharing: Hearing Before the Subcomm. on Intelligence, Information Sharing,
and Terrorism Risk Assessment, H. Comm. on Homeland Security, 109th Congo
(2007) (testimony of Meredith Fuchs, General Counsel, National Security
Archive), available at http://homeland.house.gov/SiteDocuments/
20070322121651-80688.pdf.

21 THE 9/11 COMMISSION REPORT 417 (July 2004).
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B. Overclassification of Government Information Distorts

the Significance of the "Classified" Status to the

Detriment of Officials Handling Such Information.

Overclassification abuses the public trust and generates

confusion for government officials. Rep. Christopher Shays,

chairman of the House subcommittee that held the hearing,

emphasized the impact of t~is:

Current classification practices are highly
sUbjective, inconsistent and susceptible to abuse.
[O]verclassification often confuses national security
with bureaucratic, political or a diplomatic
convenience. The dangerous, if natural, tendency to
hide embarrassing or inconvenient facts can mask
vulnerabilities and only keeps critical information
from the American people. ,,22

Overclassification not only masks the truth from the

general public, but it also creates mass confusion among those

individuals tasked with handling intelligence information. The

Office of the Director of National Intelligence prepared a

report analyzing the United States classification regime and

found "no common understanding of classification levels.

any consistent guidance as to what constitutes 'damage,'

.nor

'serious damage,' or 'exceptionally grave damage' to national

security-nor is it clear what simply needs to be protected from

22 Too Many Secrets: Overclassification as a Barrier to Critical Information
Sharing: Hearing Before the Subcomm. on National Security, Emerging Threats
and International Relations, H. Comm. on Gov't Reform, l08th Congo (2004)
(statement of Rep. Christopher Shays).
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broad public dissemination (unclassified but for official use

only) . ,,23

The analysts further discovered that "[t]he definitions of

'national security' and what constitutes 'intelligence'-and thus

what must be classified-are unclear. Boundaries between foreign

and domestic information, as well as intelligence and law

enforcement, are blurred.,,2; The impact of this broken system

becomes all too apparent in the circumstances surrounding the

actions of Lieutenant Commander Diaz. The Military Judge

compounded the damage of overclassification by rejecting all

pleas and evidence offered by Diaz that ultimately expressed the

depth of confusion caused by the current classification system.

II. Overclassification Substantially Undermines the

Significance of the "Classified" Status and Broadens the

Range of Appropriate Plea Substitutions.

The far-reaching consequences of overclassification stand

out vividly in the Military Judge's rejection of Appellant's

attempt to plead guilty with substitution under Article 133. As

discussed more fully in Appellant's brief, an Article 133

23 OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE, INTELLIGENCE COMMUNITY CLASSIFICATION

GUIDANCE FINDINGS AND RECOMMENDATIONS REPORT 11 (Jan. 2008), available at
http://www.fas.org/sgp/othergov/intel/class.pdf.

24 Id.
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offense must establish two elements: first, that the accused

acted in a certain way; and second, that under the

circumstances, the accused's action embodied conduct unbecoming

an officer and a gentleman. 25 A charge under Article 133 need

not independently qualify as a criminal offense. 26 Rather, the

wording of Article 133 is purposefully broad in order to impose

criminal sanctions on even.those "relatively minor" offenses

that bring dishonor or disgrace upon the military officer and

his profession. 27 Lt. Cmdr. Diaz recognized that his decision to

release government information was not conduct becoming of his

position as a military officer and satisfied the requirements of

Article 133. 28 Thus, he chose to plead guilty, provided that the

plea's wording changed to more accurately describe his offense.

Rule of Courts-Martial 910(a)(I) allows an accused to plead

"guilty with exceptions, with or without substitutions."29 Such

modifications are allowed so long as they do not "substantially

25 JA at 13.

26 See United States v. Conliffe, 67 M.J. 127, 132 (C.A.A.F. 2009) (stating
that "the essence of an Article 133 offense is not whether an accused
officer's conduct otherwise amounts to an offense. , . but simply whether
the acts meet the standard of conduct unbecoming an officer, , , ,If

(citation omitted».

27 JA at 15 (quoting the Congressional Floor Debate on the Uniform Code of
Military Justice, specifically with regard to the purpose of Article 133).

28 JA at 309-12.

29 RCM 910 ( a)( 1) (2008).
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change the nature of the offense."3o Lt. Cmdr. Diaz sought to

plead guilty with substitution to the Article 133 charge,

replacing the phrase "classified documents" with "government

information not for release."31 Though this proffered plea also

correctly characterized the offense, the Military Judge rejected

it as irregular. He concluded the removal of the word

"classified" altered "the Vlery nature of the information at

issue and the gravamen of the charge."32

However, this conclusion ascribed far more significance to

the word "classified" than merited in the current climate of

rampant overclassification. Recognizing this trait of the

system demystifies the word and opens the door to other

synonyms. Characterizing dishonorable conduct as the release of

"classified documents" parallels rather than precludes all other

substitutions. Regardless of whether the information is

described as "classified" or as "government information not for

release," Appellant's actions satisfied the Article 133

threshold for dishonorable conduct. Modifying the description

of the information does not substantially alter the nature of

30 RCM 918(a)(1) (2008). RCM 918(a)(1) is the "findings" corollary to the
guilty plea provisions of Rule 910(a) and therefore utilizes the same
standard for exceptions and substitutions.

31 JA at 309-12 (The original wording of the charge stated that Lt. Cmdr. Diaz
"wrongfully and dishonorably transmit[ted] classified documents to an
unauthorized individual.").

32 JA at 114.
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the underlying action, which is the true gravamen of the Article

133 charge. 33

Therefore, Lt. Cmdr. Diaz should have been given the

opportunity to plead guilty with substitution under Rule 910(a).

The Military Judge erred in his interpretation of the law, and

his rejection of the modified guilty plea qualifies as an abuse

of discretion which this Court should reverse. 34

III. Due to Systemic Overclassification, the Release of

Classified Information Should Not Be Deemed An

Incontrovertible Indicator of Dishonorable Conduct or

Reasonable Belief of Potential Harm to the united States.

The lower court's reasoning indicates that the Appellee's

motion in limine35 excluded certain evidence because it

constituted irrelevant proof of motive. 36 These materials,

33 See United States v. Hartwig, 39 M.J. 125, 130 (C.M.A. 1994).

34 See Br. for Appellant at 29. Though military judges do have discretion to
accept or reject a guilty plea, such a decision must not be arbitrary, but
must instead be based upon settled and fixed principles of law. See United
States v. Penister, 25 M.J. 148, 152 (C.M.A. 1987) (stating that a military
judge may not arbitrarily reject a guilty plea); United States v. Williams,
43 C.M.R. 579, 581 (A.C.M.R. 1970) (requiring that a judge follow settled and
fixed principles of law).

35 See Brief for Appellant at 37-38 (describing the evidence excluded
including the sworn oath of a commissioned officer, the ethical obligations
of a JAG attorneys, the Supreme Court decision in Rasul v. Bush, and the
legality or illegality of the U.S. detainee habeas policies).

36 See JA at 6-7, 304-06.
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however, become highly relevant as evidence of intent given the

stark reality of overclassification.

A. The Classified Status of Information Does Not

Supersede All Other Evidence of the Circumstances

Framing a Charge of Dishonorable Conduct.

Classification should not act as a shield against all other

evidence of circumstances ~llrrounding an officer's conduct.

Rather, overclassification makes classification one of many

factors that must be balanced with other legal and ethical

obligations as an officer under the authority of Article 133.

Overclassification means that the classified label is no longer

a guidepost for legal duty, and release of sensitive documents

must be compared to the entire breadth of legal obligations at

stake.

As discussed above, an offense under Article 133 asks

whether, under the circumstances, the accused's action

constituted conduct unbecoming an officer and a gentleman. 3
? The

spirit of Article 133 "is not whether an accused officer's

conduct otherwise amounts to an offense ... but simply whether the

acts meet the standard of conduct unbecoming an officer as

spelled out. ff38 The conduct is not the only thing to be

37 See supra Part II; see also JA at 13.

38 United States v. Howe, 17 USCMA 165, 178 (C.M.A. 1967) (citing United
States v. Giordano, 15 USCMA 163, 168, (C.M.A. 1964».
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considered; rather, "at the same time [it] must be of such a

nature or committed under such circumstances as to bring

dishonor or disrepute upon the military profession which he

represents. u39 For the considerations of the jury, the

circumstances surrounding the accused's conduct bear equal

weight with the nature of the conduct itself.

The Military Judge er~ed in his characterization of the

Article 133 charge. This error manifested in the Judge's

misunderstanding of the nature of classified information. As he

stated in his ruling, "if the members find the information was

classified, lack of a bad motive does not make an act of

wrongful disclosure of classified information less

dishonorable .. .. u40 In essence, the Military Judge presumed that

because the information was classified, its release was

incontrovertibly dishonorable. Yet the nature of Article 133 and

the problem of overclassification cut to the contrary.

In today's classification system, government officials do

not have a clear understanding of the consequences attached to

the status of information. 41 Classification alone does not give

an officer sufficient guidance by which he might judge the

honorable or dishonorable nature of releasing such information.

39 Id. at 168, cited by Parker v. Levy, 417 U.S. 733, 754 (1974).

40 JA at 306.

41 See, supra, Part I.
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This is why the admission of evidence regarding an officer's

other legal and ethical obligations becomes highly relevant in

charges under Article 133. The evidence of Lt. Cmdr. Diaz's oath

of office, ethical obligations, and understanding of legal

precedent does not speak to motive alone. On the contrary, such

evidence is highly probative of the circumstances in which he

released the classified in£ormation. Because the classified

status of the information had been tainted by years of

overclassification, it is imperative that the jury consider what

other circumstances impacted Appellant's understanding of the

information.

B. Classification Alone Does Not Supply Indisputable

Evidence to Fulfill the Specific Intent Requirement of

18 U.S.C. § 793(d).

Release of classified documents does not accurately imply

an intent to harm or reason to believe the information could

harm the United States. The lower court infers that the

information's classification was enough to provide reason to

believe the information could be used to harm the United

States. 42 However, overclassification changes this presumption

into a question of fact. The overclassification of documents

means "classified" is no longer an indisputable indicator of

42 See JA at 7,
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potential harm to the United States upon release of such

information.

The standard for relevance is "any evidence that tends to

make a fact of consequence to the determination of the action

more or less probable. ,,43 Overclassification weakens the power of

classified status, and thus opens the "relevancy door"

to other understandings of.the potential harm posed by a piece

of information. Such evidence of alternate understandings tends

to impact the likelihood that an individual in fact possessed

intent to harm or a reason to believe the information could be

used harmfully.

In the case of Lt. Cmdr. Diaz, his understanding of the

nature of the information was not limited to its classified

status, because the government routinely classifies documents

that may not actually be harmful to the United States if

released to the pUblic. 44 Diaz could not readily develop a reason

to believe the information could be used to the injury of the

United States based on its classification alone. 45

Because the classified status was not enough to supply a

clear reason to believe the information could be used to harm

the United States, any other evidence regarding Lt. Cmdr. Diaz's

43 Manual for Courts-Martial United States (2008), Mil. Evid. 401.

44 See, e.g., Reducing Over-Classification Act of 2007, H.R. 4806, 110th
Cong., 1st Sess. (2007).

45 See JA at 229.
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understanding of the information becomes highly relevant to his

specific intent under 18 U.S.C. §793(d).46 Perhaps his

understanding of the information should have been duly shaped by

the Department of Defense directives not to release such

information. 47 However, this does not mean that other influences

on his understanding of the information are not relevant. The

jury must reach a conclusiQn as to whether Lt. Cmdr. Diaz had

intent to harm or, at the very least, a reason to believe the

information could harm the united states. In order to answer

this question, evidence bearing on this issue is relevant.

Lt. Cmdr. Diaz's understanding of the information was

shaped in part by his understanding of the legal and ethical

obligations of a JAG officer in his position. 48 Put another way,

when classification of the information is not enough, an

officer-especially an officer in charge of addressing the habeas

corpus rights of detainees-could reasonably look to the

parameters of his profession and the guidance of the Supreme

Court to tell him whether the information's release is dangerous

to the country.

For example, in Rasul v. Bush, the Supreme Court held that

detainees were entitled to invoke the authority of federal

46 See JA at 7, n. 8.

47 See, e.g., JA at 239.

48 See JA at 228.
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courts by writ of habeas corpus. 49 The Rasul decision plausibly

indicates that information regarding the identity of the

detainees could be released safely, because such information

would likely surface anyway as detainees took advantage of their

recently established rights. In the same way, the commissioned

officer's oath and the ethical obligations of a JAG officer both

speak against conduct that ..is prejudicial to the administration

of justice. 50 In the absence of indications to the contrary, the

nature of information regarding the administration of justice

(like the identity of detainees) would not seem to be, on its

face, dangerous if released to the public.

These considerations informed Appellant's understanding of

the information he ultimately released. Because of

overclassification, the status of "classified" does not overcome

the relevancy of other reasons not to believe that the

information could be used to harm. The Military Judge could have

issued a limiting instruction against use of this evidence to

prove motive. However, overclassification highlights the

probative value of this evidence to show whether Lt. Cmdr. Diaz

had intent to harm or a reason to believe the information could

be used to harm the United States.

49 Rasul v. Bush, 542 U.S. 466, 481-84 (2004).

50 See, e.g., JAGINST 5803.1C, Rule 8.4 (cited in the JA at 283).
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CONCLUSION

Therefore, Amicus respectfully requests that the Court

A. REVERSE the decision of the Navy-Marine Court of
Criminal Appeals and

B. REMAND the case for a new trial.

Dean Kenneth W. Starr
USCAAF Bar No. 32280

Pepperdine University School of Law
24255 Pacific Coast Highway

Malibu, CA 90263
(310) 506-4621 (t)
(310) 506-4266 (f)

Ken.Starr@pepperdine.edu
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